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IntroductionIntroduction 
Community has asked for guidance on cybersecurityCommunity has asked for guidance on cybersecurity 

NSFNSF--sponsored the first CyberSecurity Summit after a majorsponsored the first CyberSecurity Summit after a major
incident affected multiple large facilitiesincident affected multiple large facilities 
�� Opportunity to gather PIs and security professionals with prograOpportunity to gather PIs and security professionals with programm 

directorsdirectors 
�� 44thth Summit meeting is May 7Summit meeting is May 7--8 in Arlington, VA8 in Arlington, VA 

Reports from the Summits have resulted inReports from the Summits have resulted in 
�� Closer workings within the communityCloser workings within the community 
�� NSF developing language about cybersecurity for the CooperativeNSF developing language about cybersecurity for the Cooperative

AgreementsAgreements 

This is a work in progress.This is a work in progress. 
Your feedback is most welcome.Your feedback is most welcome. 
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Examples of NSF Large Facilities 
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WhatWhat’’s at stakes at stake…… 
Lost productivityLost productivity 
�� TeraGrid supports around $271M in research annually*TeraGrid supports around $271M in research annually* 

Expensive incident response and notificationExpensive incident response and notification 
�� Laptop stolen from public westLaptop stolen from public west--coast research university 2005:coast research university 2005: 
�� $750K out of pocket$750K out of pocket 
�� Research server breach at private eastResearch server breach at private east--coast research university 2006:coast research university 2006: 
�� $200K out of pocket$200K out of pocket 
�� Cost ofCost of TeraGridTeraGrid’’s Stakkatos Stakkato Incident in 2003Incident in 2003--2004: not calculated2004: not calculated 

Reputational damageReputational damage 
�� Institution or agency: canInstitution or agency: can’’t estimatet estimate 
�� PII disclosure of patient or alumni data: pricelessPII disclosure of patient or alumni data: priceless 

Data integrity compromiseData integrity compromise 
�� Would you know if a data element was changed?Would you know if a data element was changed? 

* Information provided by John Towns, NCSA 
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First PrinciplesFirst Principles 
Information security is a journey not a destination.Information security is a journey not a destination. 
��  The challenges keep coming. Security programs evolveThe challenges keep coming. Security programs evolv  ande and 

improve.improve. 

Security budgets are limitedSecurity budgets are limited 
��  Priorities must be established; tradeoffs must be made.Priorities must be established; tradeoffs must be made. 

Good IT practices foster good securityGood IT practices foster good security 
��  Good IT security reflects good IT practices.Good IT security reflects good IT practices. 

Information security is more than anInformation security is more than an ““IT issue.IT issue.”” 
��  It is an issue for everyone.It is an issue for everyone. 

Information Security starts with policy.Information Security starts with policy. 
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Starting with PoliciesStarting with Policies 

If the facility is:If the facility is: 

……part of a larger organization, the facility should defer to thepart of a larger organization, the facility should defer to the
policies of its parent organization. This could be apolicies of its parent organization. This could be a ““floorfloor”” with thewith the 
facility needing to augment the policies to address specificfacility needing to augment the policies to address specific
regulations, issues or needs. It might also be aregulations, issues or needs. It might also be a ““ceilingceiling”” with thewith the 
facility needing to tailor policies to its needs.facility needing to tailor policies to its needs. 

……a Consortium, the Consortium needs to have a policy that all ofa Consortium, the Consortium needs to have a policy that all of
the members will have policies.the members will have policies. 

……not part of a Consortium and doesnnot part of a Consortium and doesn’’t have a parent organization, itt have a parent organization, it
needs to develop its own policies.needs to develop its own policies. 
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NIST and Other 
Federal Guidance; 

Intl Standards 

Appropriate 
PPPs 

for the Facility 

Facility Cybersecurity:Facility Cybersecurity: 
Do What Makes Sense andDo What Makes Sense and 

Is Appropriate for Identified RisksIs Appropriate for Identified Risks 

Institutional 
Policies, 

Procedures and 
Practices 
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Confidentiality 
Integrity Availability 

Security 
Privacy 

Open, Collaborative 
Environment for 
Research and 

Discovery 

Cybersecurity is a BalanceCybersecurity is a Balance 

Facilities must weigh the cost of impact vs the cost of remediation. 
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Sources for ReferenceSources for Reference 
(Links at end of presentation)(Links at end of presentation) 

Best practices from several Large FacilitiesBest practices from several Large Facilities 
EDUCAUSE/Internet2 Security and NetworkEDUCAUSE/Internet2 Security and Network
Task Force WikiTask Force Wiki 
��  Excellent outlines and examplesExcellent outlines and examples 

National Institutes of Standards and TechnologyNational Institutes of Standards and Technology 
��  GuidanceGuidance may be obtained from many documentsmay be obtained from many documents 

SANS (SysAdmin, Audit, Network, Security)SANS (SysAdmin, Audit, Network, Security)
InstituteInstitute 
International Standards OrganizationInternational Standards Organization 
WikipediaWikipedia 
��  Excellent security and IT descriptions, especially for the nonExcellent security and IT descriptions, especially for the non--ITIT 

professionalprofessional 
And there are many moreAnd there are many more…… 
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A word about WikipediaA word about Wikipedia…… 

““The good: Wikipedia is free and easy to access; full of arcaneThe good: Wikipedia is free and easy to access; full of arcane
information; evolving constantly; multiple languages; enormousinformation; evolving constantly; multiple languages; enormous
collection of articles and media; works in any browser.collection of articles and media; works in any browser. 

““The bad: Vulnerable to vandalism; some Wikipedia sections stillThe bad: Vulnerable to vandalism; some Wikipedia sections still
under construction; lack of kids' resources; uninspiring interfaunder construction; lack of kids' resources; uninspiring interface;ce; 
demands Web access for most recent content.demands Web access for most recent content. 

““The bottom line: Wikipedia offers rich, frequently updatedThe bottom line: Wikipedia offers rich, frequently updated
information online, but you might need to verify some of its facinformation online, but you might need to verify some of its facts.ts.”” 

For IT security, definitions are consistent with other sources aFor IT security, definitions are consistent with other sources andnd 
their reference links are to sources IT professionals would expetheir reference links are to sources IT professionals would expect toct to 
find and use.find and use. 

CNET says about Wikipedia*: 

* CNET Network: http://reviews.cnet.com/general-reference/wikipedia/4505-3642_7-31563879.html. 
Site known good March 28, 2008 

http://reviews.cnet.com/general-reference/wikipedia/4505-3642_7-31563879.html
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BackgroundBackground 
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NSF Cooperative AgreementsNSF Cooperative Agreements 
Information Security RequirementInformation Security Requirement 
Incorporated in NSFIncorporated in NSF’’s Supplemental Financial ands Supplemental Financial and
Administrative Terms and Conditions:Administrative Terms and Conditions: 

��  CACA--FATCFATC –– Large Facilities: Article 51Large Facilities: Article 51 

��  CACA--FATCFATC –– FFRDCsFFRDCs: Article 54: Article 54 

Purpose is to help ensure that NSF large facilities andPurpose is to help ensure that NSF large facilities and
FFRDCs have policies, procedures and practices toFFRDCs have policies, procedures and practices to
protect research and education activities in support ofprotect research and education activities in support of
the award.the award. 

Influenced by recommendations from awardees atInfluenced by recommendations from awardees at
previous NSFprevious NSF--sponsored Cybersponsored Cyber--security summits.security summits. 
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Information Security ResponsibilitiesInformation Security Responsibilities 
Security for all IT systems under the award, includingSecurity for all IT systems under the award, including
equipment and information, is the Awardeeequipment and information, is the Awardee’’s responsibility.s responsibility. 

The Awardee is required to provide a summary of its ITThe Awardee is required to provide a summary of its IT
Security program:Security program: 

��  Include roles and responsibilities, risk assessment, technicalInclude roles and responsibilities, risk assessment, technical
safeguards, administsafeguards, adminis rative safeguards; physical safeguards; politrative safeguards; physical safeguards; policiescies
and procedures; awareness and training; notification procedures.and procedures; awareness and training; notification procedures. 

��  Include evaluation criteria employed to assess the success of thInclude evaluation criteria employed to assess the success of thee 
programprogram 

All subawardees, subcontractors, researchers and othersAll subawardees, subcontractors, researchers and others 
with access to the awardeewith access to the awardee’’s systems and facilities shalls systems and facilities shall
have appropriate security measures in place.have appropriate security measures in place. 

Awardee will participate in ongoing dialog with NSF andAwardee will participate in ongoing dialog with NSF and
others to promote awareness and sharing of best practices.others to promote awareness and sharing of best practices. 
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Security FundamentalsSecurity Fundamentals 
Fundamental Principles of Security are:Fundamental Principles of Security are: 
��  ConfidentialityConfidentiality 
��  IntegrityIntegrity 
��  AvailabilityAvailability 

Security controls must be deployed commensurate withSecurity controls must be deployed commensurate with
assessed risk.assessed risk. 
��  They are a balance between regulations and common sense.They are a balance between regulations and common sense. 
��  ““Security ControlsSecurity Controls”” are usually thought of asare usually thought of as ““administrative,administrative, 

technical (or logical) and physicaltechnical (or logical) and physical”” 

Security and Privacy must be considered togetherSecurity and Privacy must be considered together 
��  Security and Privacy:Privacy and SecuritySecurity and Privacy:Privacy and Security 
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Principles of Information SecurityPrinciples of Information Security 

* Confidentiality, Integrity and Availability definitions taken from Wikipedia. 
See: http://en.wikipedia.org/wiki/Information_security#Confidentiality.2C_integrity.2C_availability. 
Site known good March 18, 2008. Diagram is in the public domain. 

The three main principles of a 
security program to ensure access 
and use of data and services are 
confidentiality, integrity and 
availability. These are known as the 
“CIA Triad” (or sometimes the “AIC 
Triad” for availability, integrity or 
confidentiality). The level of security 
required for a facility to achieve 
these principles may vary as 
security goals and requirements 
may differ from facility to facility.* 

http://en.wikipedia.org/wiki/Information_security#Confidentiality.2C_integrity.2C_availability
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Information Security is a Continuous Process 

• Policy
• Standards 
• Enterprise Architecture
• Configuration Standards 

Security is a 
continuous 
process of 
evaluation 

and 
monitoring 

• Managed Security Services
• Intrusion Detection 
• Firewall Management
• Incident Reporting
• Vulnerability Management
• Penetration Testing 

• Security Assessments 
• Risk – Threats 
• Privacy
• Security Test & Evaluation 
• Compliance 

• Product Selection 
• Product Implementation 
• Top-down Security
• Management 

• Risk-based Strategy
• Business Continuity
• Solution Planning
• Resource Allocation 

Execute 

Assess 

Plan 

Design 

Implement 



A Work in ProgressA Work in Progress 

Cyberinfrastructure 
Best Practices 

that 
Large Facilities May Find 

Useful 
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Awardee Responsibilities under theAwardee Responsibilities under the 
Cooperative AgreementCooperative Agreement 

Summary of 
IT Security Program 

•• roles androles and 
responsibilitiesresponsibilities 

•• risk assessmentrisk assessment 
•• technical safeguardstechnical safeguards 
•• administrativeadministrative 

safeguardssafeguards 
•• physicaphysic l safeguardsal safeguards 
•• policies and procedurespolicies and procedures 
•• awareness and trainingawareness and training 
•• notification proceduresnotification procedures 

Risk 
Assessment 

Roles and 
Responsi-

bilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

Roles and ResponsibilitiesRoles and Responsibilities 
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Roles and ResponsibilitiesRoles and Responsibilities 
PrinciplesPrinciples 

Cybersecurity is not just a technical orCybersecurity is not just a technical or 
““computer geekcomputer geek”” responsibilityresponsibility 

Everyone in the facility has a responsibilityEveryone in the facility has a responsibility 
for cybersecurityfor cybersecurity 
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Roles and ResponsibilitiesRoles and Responsibilities 

Examples of identified roles include:Examples of identified roles include: 
Upper ManagementUpper Management 
System and Network AdministratorsSystem and Network Administrators 
Information Security Support StaffInformation Security Support Staff 
UsersUsers 
��  InternalInternal 
��  ExternalExternal 
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Risk 
AssessmentRoles and 

Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

RiskRisk 
AssessmentAssessment 
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Examples of Threat TypesExamples of Threat Types 

Ref: NIST 800-30 Risk Guide for Information Technology Systems 



A Work in ProgressA Work in Progress 

A Model forA Model for Risk AssessmentRisk Assessment #1:#1: 
EDUCAUSE/Internet2 Security Task ForceEDUCAUSE/Internet2 Security Task Force 

Phase 0: Establish Risk Assessment Criteria for the IdentificatiPhase 0: Establish Risk Assessment Criteria for the Identificationon 
and Prioritization of Critical Assetsand Prioritization of Critical Assets -- Asset ClassificationAsset Classification 
Phase 1: Develop Initial Security StrategiesPhase 1: Develop Initial Security Strategies 
Phase 2: Technological ViewPhase 2: Technological View -- Identify InfrastructureIdentify Infrastructure 
VulnerabilitiesVulnerabilities 
Phase 3: Risk AnalysisPhase 3: Risk Analysis -- Develop Security Strategy and PlansDevelop Security Strategy and Plans 

Source: EDUCUASE/Internet2 Security Task Force Tools: Risk Assessment Framework. 
known good 3/18/2008 
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A Model forA Model for Risk AssessmentRisk Assessment #2#2:: 
Methodology Adapted from NIST 800-30 

Adapted from NIST 800-30 Risk Guide for Information Technology Systems 

Inventory 
systems 

and 
services 

Perform threat 
and 

Vulnerability 
Analysis 

Perform 
Analysis of 

Existing 
Controls 

Perform 
Impact 

Assessment 

Determine Level of 
Risk (Low, 

Medium High) 

Develop Risk 
Mitigation 

Strategy 

Document 
Results 

Community and NSF 
can define 
High/Medium/Low 
risk levels 
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 –  

A Model for Risk Assessment: #3
 

FISMA Risk Management Framework 
 

Special Pubs and FIPS are Available for Guidance
 

FIPS – Federal Information Processing Standards Publication 
NIST National Institute of Standards and Technology 
SP – Special Publication 

A work in progress. 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

Administrative,Administrative, 
TechnicalTechnical 

ANDAND 
PhysicalPhysical 
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Administrative, Technical andAdministrative, Technical and 
Physical Responsibilities:Physical Responsibilities: 

Important ConceptsImportant Concepts 
Concept of least privilege: an individual,Concept of least privilege: an individual, 
program or system process should not beprogram or system process should not be 
granted any more privileges than aregranted any more privileges than are 
necessary to perform the tasknecessary to perform the task 

Concept of separation of duties: oneConcept of separation of duties: one 
individual can not complete a critical taskindividual can not complete a critical task 
by herselfby herself 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

AdministrativeAdministrative 
SafeguardsSafeguards 
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Administrative SafeguardsAdministrative Safeguards 
ExamplesExamples 

Compliance and Legal IssuesCompliance and Legal Issues 
Policies and ProceduresPolicies and Procedures 
Awareness and TrainingAwareness and Training 
Risk Assessment and ManagementRisk Assessment and Management (previous section)(previous section) 
Continuity of operations (discussed later)Continuity of operations (discussed later) 
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Compliance and Legal IssuesCompliance and Legal Issues 
Know and understand the federal and state laws underKnow and understand the federal and state laws under 
which the facility (and institution) must operate. Forwhich the facility (and institution) must operate. For 
example:example: 
��  Regulatory ComplianceRegulatory Compliance 

Environmental Health and SafetyEnvironmental Health and Safety 
DOE/DODDOE/DOD 

��  HIPAA (Health Insurance Portability and Accountability Act)HIPAA (Health Insurance Portability and Accountability Act) 
healthhealth 

��  FERPA (Family Educational Rights and Privacy Act)FERPA (Family Educational Rights and Privacy Act) 
student informationstudent information 

��  GLBA (GrammGLBA (Gramm--LeachLeach--Bliley Act)Bliley Act) 
Privacy and security of financial informationPrivacy and security of financial information 

��  SarbanesSarbanes--Oxley Act of 2002 (SOX).Oxley Act of 2002 (SOX). 
Financial controls: could be extended to nonFinancial controls: could be extended to non--profitsprofits 

��  Privacy Laws/State Breach Notification LawsPrivacy Laws/State Breach Notification Laws 
If you donIf you don’’t need personallyt need personally--identifiable information, donidentifiable information, don’’t ask for itt ask for it 
and donand don’’t keep it.t keep it. 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
SafeguardsPolicies 

and 
Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

AdministrativeAdministrative 
Safeguards:Safeguards: 

WrittenWritten 
Policies andPolicies and 
ProceduresProcedures 



A Work in ProgressA Work in Progress 

Examples of PoliciesExamples of Policies 
Security Policies and ProceduresSecurity Policies and Procedures** 

��  1.0 Security Policy (This section is policy about security polic1.0 Security Policy (This section is policy about security policy)y) 
��  2.0 Organizational Security2.0 Organizational Security 
��  3.0 Asset Classification3.0 Asset Classification 
��  4.0 Personnel Security4.0 Personnel Security 
��  5.0 Physical and Environmental Security5.0 Physical and Environmental Security 
��  6.0 Communications and Operations Management6.0 Communications and Operations Management 
��  7.0 Access Control7.0 Access Control 
��  8.0 System Development and Maintenance8.0 System Development and Maintenance 
��  9.0 Business Continuity Management9.0 Business Continuity Management 
��  10.0 Compliance10.0 Compliance 
��  11.0 Incident Management11.0 Incident Management 
��  12.0 Security Plans12.0 Security Plans 

*Outline taken from EDUCAUSE/Internet2 Security Guide “Security Policies 
and Procedures” 
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More Example PoliciesMore Example Policies 
Responsible/Acceptable Use Policy. AUPs typically defineResponsible/Acceptable Use Policy. AUPs typically define
what uses are permitted and what are not. (No personalwhat uses are permitted and what are not. (No personal
commercial gain, no illegal behavior, follow export controlcommercial gain, no illegal behavior, follow export control
mandates, etc.)mandates, etc.) 
““Agreement of UseAgreement of Use”” oror ““Rules of Behavior.Rules of Behavior.”” Facilities needFacilities need 

to make sure that:to make sure that: 
��  only authorized users are using resources and know how they areonly authorized users are using resources and know how they are

using them;using them; 
��  users are accountable for the actions of others they may designausers are accountable for the actions of others they may designatete 

as users; and,as users; and, 
��  users are aware of consequences of misuse.users are aware of consequences of misuse. 

Facilities need an awareness of security breach implications
that could impact the facility, NSF or the United States of
America. 

Examples may be found on the SDSC and TeraGrid web sites 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

AdministrativeAdministrative 
Safeguards:Safeguards: 
AwarenessAwareness 

and Trainingand Training 
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Examples: Security Awareness TrainingExamples: Security Awareness Training 
and How It Needs to Focus on Many Levelsand How It Needs to Focus on Many Levels 

Upper ManagementUpper Management 

UsersUsers 

System and Network AdministratorsSystem and Network Administrators 

Information Security Support StaffInformation Security Support Staff 
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Security Awareness TrainingSecurity Awareness Training 
ResourcesResources 

SAT Training MaterialsSAT Training Materials 
��  Facilities should be able to utilize materials thatFacilities should be able to utilize materials that 

already exist within the communityalready exist within the community 
��  The community could tailor training materials to theThe community could tailor training materials to the 

large facilitieslarge facilities 

A Google search in the .edu 
domain brought up 121,000+ hits 
on security training! 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

TechnicalTechnical 
SafeguardsSafeguards 



A Work in ProgressA Work in Progress 

Technical ResponsibilitiesTechnical Responsibilities 
ExamplesExamples 

Access Management and OversightAccess Management and Oversight 
Security ArchitectureSecurity Architecture 
Telecommunications and Network SecurityTelecommunications and Network Security 
Applications and Systems DevelopmentApplications and Systems Development 
Business Continuity (discussed later)Business Continuity (discussed later) 
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Technical ResponsibilitiesTechnical Responsibilities 
Access Management and OversightAccess Management and Oversight 

Facilities need to establish solutions to:Facilities need to establish solutions to: 
��  IdentifyIdentify a person, program or computera person, program or computer 
��  AuthenticateAuthenticate or verify that the person,or verify that the person, 

program or computer is who she/he/it claimsprogram or computer is who she/he/it claims 
to beto be 

��  AuthorizeAuthorize what resources they are permittedwhat resources they are permitted 
to access and what actions they will beto access and what actions they will be 
allowed to performallowed to perform 
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Technical SafeguardsTechnical Safeguards 

Principle of Defense inPrinciple of Defense in 
Depth: there are multipleDepth: there are multiple 
safeguards in place sosafeguards in place so 
that if one fails, anotherthat if one fails, another 
will continue to providewill continue to provide 
protection.protection. 

Simple DiD Model* 
*Public domain document from http://en.wikipedia.org/wiki/Information_security 

Security Architecture and TelecommunicationsSecurity Architecture and Telecommunications 
and Network Securityand Network Security 

http://en.wikipedia.org/wiki/Information_security
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Slide provided by John Towns, NSCA 
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Risk 
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Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 
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Procedures 

PhysicalPhysical 
SafeguardsSafeguards 
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PhysicalPhysical 
Safeguards:Safeguards: 
Facilities VaryFacilities Vary 

Courtesy UCAR 
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Elements of Physical SafeguardsElements of Physical Safeguards 
ExamplesExamples 

Administrative, Physical and Technical ControlsAdministrative, Physical and Technical Controls 
Facility location, construction and managementFacility location, construction and management 
Physical security risks, threats andPhysical security risks, threats and 
countermeasurescountermeasures 
Electric power issues and countermeasuresElectric power issues and countermeasures 
Fire prevention, detection and suppressionFire prevention, detection and suppression 
Intrusion detection systemsIntrusion detection systems 

It’s all about risk mitigation that is appropriate for the facility. 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

Administrative,Administrative, 
TechnicalTechnical 

ANDAND 
PhysicalPhysical 
(revisited)(revisited) 
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Administrative, Technical and PhysicalAdministrative, Technical and Physical 
Is it continuity of operations, disaster recovery or designingIs it continuity of operations, disaster recovery or designing 

resiliency into systems OR all of the above ?resiliency into systems OR all of the above ? 

Northridge Earthquake 1994 

Hurricane 
Katrina 
2005 

Oklahoma City 1995 
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Technical, Administrative and PhysicalTechnical, Administrative and Physical 

What is needed whenWhat is needed when 
How long a system or service can beHow long a system or service can be ““downdown”” 
How to ensure data integrityHow to ensure data integrity 
ImpactsImpacts 
��  Inside the facilityInside the facility 
��  Outside the facilityOutside the facility 

AndAnd…… 

Continuity of OperationsContinuity of Operations 
Business Continuity PlanningBusiness Continuity Planning 

Resilient SystemsResilient Systems 

Working with the NSF Program Director, the Facility 
should determine: 
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Procedures 

NotificationNotification 
ProceduresProcedures 
in the Eventin the Event 
of a Breachof a Breach 
or Securityor Security 

IncidentIncident 



A Work in ProgressA Work in Progress 

Notification ProceduresNotification Procedures 
Understand the impact ofUnderstand the impact of an incidentan incident 
Define the rolesDefine the roles 
Develop procedures for notifying:Develop procedures for notifying: 
��  Internal to the facilityInternal to the facility 
��  External to the facilityExternal to the facility 

Parent organization (if one exists)Parent organization (if one exists) 
Comparable facilities, especially if connected to the affectedComparable facilities, especially if connected to the affected 
facilityfacility 

��  Law enforcementLaw enforcement 
��  NSF (and other agencies)NSF (and other agencies) 
��  Users/customersUsers/customers 

TeraGrid has proceduresTeraGrid has procedures 
and processes describedand processes described 
on their website thaton their website that 
could be used as acould be used as a 
model.model. 
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Whether to report to NSFWhether to report to NSF…… 

Work with your Program Officer to decideWork with your Program Officer to decide 
Depends on the type or nature of the eventDepends on the type or nature of the event 
ConsiderationsConsiderations 
��  Email down: NoEmail down: No 
��  Device stolen: Yes, if not encryptedDevice stolen: Yes, if not encrypted 
��  Data integrity is compromised: YesData integrity is compromised: Yes 
��  Egregious behavior or inappropriate use: MaybeEgregious behavior or inappropriate use: Maybe 
��  CrossCross--site incidents: Yessite incidents: Yes 
��  Compromise: YesCompromise: Yes 
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When to report to NSFWhen to report to NSF…….. 
IfIf…… 

US CERT (Computer Emergency Response Team)US CERT (Computer Emergency Response Team) isis 
notifiednotified 
Other facilities are involvedOther facilities are involved 
Other agencies are being notifiedOther agencies are being notified 
Law enforcement is involvedLaw enforcement is involved 

Or, if there isOr, if there is 
Risk of adverse publicity or press is/will be awareRisk of adverse publicity or press is/will be aware 
Reputational risk to the facility or its parent organization (ifReputational risk to the facility or its parent organization (if
one exists)one exists) 
Reputational risk to the National Science FoundationReputational risk to the National Science Foundation 
…… 
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Who to contact at NSFWho to contact at NSF…… 
DefineDefine a prioria priori with your Program Officerwith your Program Officer 

Who to contact at NSF:Who to contact at NSF: 
��  NSF Program Officer(s)NSF Program Officer(s) 
��  S/he notifies NSF Division DirectorS/he notifies NSF Division Director 

Discuss with NSFDiscuss with NSF’’s FACSEC Working Group fors FACSEC Working Group for 
guidance on further escalationguidance on further escalation 

As AppropriateAs Appropriate…… 
��  NSF Division Director notifies NSF AssistantNSF Division Director notifies NSF Assistant 

DirectorDirector 
��  NSF Assistant Director notifiesNSF Assistant Director notifies DeputyDeputy 

Director who notifies the DirectorDirector who notifies the Director 
��  …… 
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How to report to NSFHow to report to NSF…… 
DefineDefine a prioria priori with your Program Officerwith your Program Officer 

Who will be contacting the Program OfficerWho will be contacting the Program Officer 
��  Some will want to hear from the PISome will want to hear from the PI 
��  Others may want to hear from the cyberOthers may want to hear from the cyber--securitysecurity 

officerofficer 
Establish a secure mechanism forEstablish a secure mechanism for 
communicationcommunication 
��  If your computer is compromised, donIf your computer is compromised, don’’t sent emailt sent email 

from it! (Duh!)from it! (Duh!) 
��  Use encrypted emailUse encrypted email 
��  TelephoneTelephone 
��  FAXFAX 
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Risk 
Assessment 

Roles and 
Responsibilities 

Technical 
Safeguards 

Administrative 
Safeguards 

Physical 
Safeguards 

Policies 
and 

Procedures 

Awareness 
and 

Training 

Notification 
Procedures 

Ope
ra

tio
ns

 

Assessment 

Planning

Oversight 

IT Security ProgramIT Security Program 

Elements of an 
IT Security Program 

•Good planning 
•Sound operations 
•Continuous assessment 
Good Management or 
Oversight 

…becomes a 
Security Plan 
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In summaryIn summary…… 

Information Security is the awardeeInformation Security is the awardee’’s responsibilitys responsibility 
Facility Security programs should be:Facility Security programs should be: 
��  Sufficient to meet the needs of the facilitySufficient to meet the needs of the facility 
��  Appropriate to identified risks.Appropriate to identified risks. 

Facilities should:Facilities should: 
��  be encouraged to have good IT management practicesbe encouraged to have good IT management practices 
��  recognize Information Security is one part of good ITrecognize Information Security is one part of good IT 

operationsoperations 
Facilities need to recognize the roles of executives,Facilities need to recognize the roles of executives, 
management, technical staff, usersmanagement, technical staff, users 
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DonDon’’t reinvent wheelst reinvent wheels…… 

Facilities have many resources availableFacilities have many resources available 
for their use:for their use: 
��  Expertise and existing policies and proceduresExpertise and existing policies and procedures 

from their parent organization or institutionfrom their parent organization or institution 
(if they have one)(if they have one) 

��  Example security programs of some otherExample security programs of some other 
Large FacilitiesLarge Facilities 

��  Community best practicesCommunity best practices 
EDUCAUSE, Internet2, universitiesEDUCAUSE, Internet2, universities 

��  Published standards from NIST and otherPublished standards from NIST and other 
organizationsorganizations 
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RememberRemember…… 

ItIt’’s about risk mitigations about risk mitigation 
Information Security programsInformation Security programs 

and plans will improve over timeand plans will improve over time 
Information Security is a journeyInformation Security is a journey 

not a destinationnot a destination 
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Good IT practices fosterGood IT practices foster 
good security.good security. 

Good IT security reflects good 
IT practices. 
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Invitation:Invitation: 
44thth Cybersecurity SummitCybersecurity Summit 

May 7May 7--8, 20088, 2008 
Arlington, VirginiaArlington, Virginia 
Invitation only; no registration feeInvitation only; no registration fee 
Early registration ends April 11Early registration ends April 11 
Hotel need to be reserved by April 11 toHotel need to be reserved by April 11 to 
get the conference rateget the conference rate 
See your Program Director to arrange anSee your Program Director to arrange an 
invitationinvitation 
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This is a little story about fourThis is a little story about four 
people named Everybody,people named Everybody, 
Somebody, AnSomebody, A ybody, andnybody, and 
Nobody.Nobody. 

There was an important job to beThere was an important job to be 
done and Everybody was sure thatdone and Everybody was sure that 
Somebody would do it.Somebody would do it. 

Anybody could have done it, butAnybody could have done it, but 
Nobody did it.Nobody did it. 

Somebody got angry about thatSomebody got angry about that 
because it was Everybody's job.because it was Everybody's job. 

Everybody thought that AnybodyEverybody thought that Anybody 
could do it, but Nobody realizedcould do it, but Nobody realized 
that Everybody wouldn't do it.that Everybody wouldn't do it. 

It ended up that EverybodyIt ended up that Everybody 
blamed Somebody when Nobodyblamed Somebody when Nobody 
did what Anybody could havedid what Anybody could have 
donedonePoster from US 

Department of Commerce 
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Questions?Questions? 
Ardoth HasslerArdoth Hassler 

Senior IT Advisor, NSFSenior IT Advisor, NSF 
ahassler@nsf.govahassler@nsf.gov 

In real life:In real life: 
Associate ViceAssociate Vic  President,e President, 

University Information ServicesUniversity Information Services 
Georgetown UniversityGeorgetown University 

mailto:ahassler@nsf.gov
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Sources of Best PracticesSources of Best Practices 
ConsortiaConsortia 
��  NEESNEES Cyberinfrastructure Security PlanCyberinfrastructure Security Plan 

Security PoliciesSecurity Policies 
��  EDUCAUSE Resource CenterEDUCAUSE Resource Center 
��  EDUCAUSE/Internet2 WikiEDUCAUSE/Internet2 Wiki 
��  Other similar institutionsOther similar institutions 

Incident Handling and ResponseIncident Handling and Response 
��  TeraGridTeraGrid modelmodel 
��  Yale UniversityYale University 
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Access Management andAccess Management and 
Oversight InitiativesOversight Initiatives 

Internet2 Middleware InitiativesInternet2 Middleware Initiatives 
��  ShibbolethShibboleth ProjectProject 
JAJA--SIG CentralSIG Central AuthenticationAuthentication ServiceService 
((CASCAS)) 
InCommon FederationInCommon Federation 
InternationalInternational 
��  UK Joint Information Systems CommitteeUK Joint Information Systems Committee 

((JISCJISC)) 
��  Internet2 lists 15 FederationsInternet2 lists 15 Federations 
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ReferencesReferences 
EDUCAUSE/Internet2 Computer and NetworkEDUCAUSE/Internet2 Computer and Network 
Security Task ForceSecurity Task Force Security Guide 
NISTNIST Computer Security Resource CenterComputer Security Resource Center 
the CENTER for INTERNET SECURITYthe CENTER for INTERNET SECURITY 
International Standards OrganizationInternational Standards Organization 
SANS (SANS (SysAdminSysAdmin, Audit, Network, Security), Audit, Network, Security) 
InstituteInstitute SANSSANS 
Control Objectives for Information and relatedControl Objectives for Information and related 
Technology (Technology (COBITCOBIT)) 
WikipediaWikipedia 


