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Data is essential for advancing modern science, but is frequently not shared by organizations because 

that data is considered by the organization to be in some way sensitive.  And, often when data is actually 

made available for use, it is made “available” in ways that require people processing the data to access 

the data in highly locked-down environments to protect data.  Approaches exist that can form the basis 

for platforms that have much higher usability and computational performance than these locked-down 

environments  while increasing security and privacy over traditional solutions.  Instead of moat-and-

castle enclaves, one can leverage the security benefits of new hardware trusted execution environments 

(TEEs), such as Intel’s SGX or AMD’s Secure Encrypted Virtualization, now contained into many modern 

CPUs, or RISC-V based solutions currently being developed, to maintain or even increase security. In 

addition, instead of releasing a dataset at all, it is possible to apply statistical approaches, such as 

differential privacy to the output of statistical database queries. 

 

Question 1 (maximum 400 words) – Data-Intensive Research Question(s) and Challenge(s). Describe 

current or emerging data-intensive/data-driven S&E research challenge(s), providing context in terms of 

recent research activities and standing questions in the field. NSF is particularly interested in cross-

disciplinary challenges that will drive requirements for cross-disciplinary and disciplinary-agnostic data-

related CI. 

Data is essential for advancing modern science, but is frequently not shared by organizations because 

that data is considered by the organization to be in some way sensitive.  There may be regulations 

prohibiting sharing due to personal privacy or national security issues, or the organization owning the 

data may consider the data to be a proprietary trade secret.  And, often when data is actually made 

available for use, it is made “available” in ways that require people processing the data to access the 

data in highly locked-down environments to prevent data from being exfiltrated.     Approaches exist 

that can form the basis for platforms that have much higher usability and computational performance 

than these locked-down environments  while increasing security and privacy over traditional solutions.    

Instead of moat-and-castle enclaves, one can leverage the security benefits of new hardware trusted 

execution environments (TEEs), such as Intel’s SGX or AMD’s Secure Encrypted Virtualization, now 

contained into many modern CPUs, or RISC-V based solutions currently being developed, to maintain or 

even increase security. In addition, instead of releasing a dataset at all, it is possible to apply statistical 

approaches, such as differential privacy to the output of statistical database queries. 

 

Question 2 (maximum 600 words) – Data-Oriented CI Needed to Address the Research Question(s) 

and Challenge(s). Considering the end-to-end scientific data-to-discovery (workflow) challenges, 

describe any limitations or absence of existing data-related CI capabilities and services, and/or specific 

technical and capacity advancements needed in data-related and other CI (e.g., advanced computing, 

data services, software infrastructure, applications, networking, cybersecurity) that must be addressed 

to accomplish the research question(s) and challenge(s) identified in Question 1. If possible, please also 

consider the required end-to-end structural, functional and performance characteristics for such CI 

services and capabilities. For instance, how can they respond to high levels of data heterogeneity, data 
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integration and interoperability? To what degree can/should they be cross-disciplinary and domain-

agnostic? What is required to promote ease of data discovery, publishing and access and delivery? 

Each source of data and each line of scientific and analytic inquiry has its own nuances and requires its 

own distinctive approach to data privacy. Thus, in the medical science domain alone, an approach 

preserving genomic privacy would look very different than an approach that inhibits reconstruction of 

individual identity from facial features present in CT head scans.  What is needed is a multi-way dialogue 

between data owners, scientists, legislators, regulators, and computer scientists who have expertise in 

current security and privacy-preserving approaches in order to discuss what the processes should look 

like to determine the conditions under when data should be made available using such methods, and 

the approaches that should be used to determine that the conditions and needs of relevant 

stakeholders are met.    Robust hardware-software interfaces are required to develop secure software. 

Current hardware-software interfaces are rigid and coarse. Current operating system isolation and 

protection methods only protect processes and virtual machines from each other. Emerging secure 

enclaves can provide much more robust protection and/or isolation, but at a high performance cost and 

with a monolithic threat model specific to each hardware design. Given the heterogeneity in security 

requirements, new hardware-software interfaces need to be developed which allow application 

programmers to specify their threat model. 

 

Question 3 (maximum 300 words) – Other considerations. Please discuss any other relevant aspects, 

such as organization, processes, learning and workforce development, access and sustainability, that 

need to be addressed; or any other issues more generally that NSF should consider. 

Fundamentally, how do we encourage appropriate data sharing for science and public benefit that also 

respects privacy and other rights?  We are computer scientists who approach this from a technical 

perspective, but numerous sociological and legal issues are present as well and should be investigated in 

parallel. 
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