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NSB ERM Update
Introduction

Purpose:
e To inform the NSB on NSF’s approach to ERM.
* Obtain NSB input on ERM.

Outcomes:
e Shared understanding of ERM progress and next steps at NSF.
e Alignment of NSB oversight role and NSF’s approach to ERM.



NSB ERM Update
ERM Background
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NSB ERM Update
Active Board Role in ERM is Best Practice #1

DATA ANALYTICS & ASSURANCE PROGRAM

Boards play an important role in enterprise risk management.
“Boards are experienced, skilled, highly talented, and can offer
an appropriate degree of industry, business, and technical
input while performing oversight responsibilities.”

According to ERM Best Practice Standard Setter, the Committee of Sponsoring Organizations
of the Treadway Commission



NSB ERM Update
Progress to Date and Next Steps
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NSB ERM Update
Developing ERM Communication Structure

NSF ERM Communication Structure

> “Tone at the top”

> Accountability for ERM

Business Operations Program Operations

=) Advise on ERM topics or responses

:> Collaborate on ERM profiles

Office Head / .
= Concur on ERM topics
I =) Raise risks

) Identify risks 6

Business Ops
Staff




NSB ERM Update
lllustrative Example of Risk Posture

DATA ANALYTICS & ASSURANCE PROGRAM

NSF Acting Director’s May 18, 2020
S T Letter to NSF includes several

i are warking without the normal comforts of NSF
tual meetings and digital communications. And even in the

May 15, 2020 1o exsure hot new NSF-supparied reseach refecs agency exam p I es Of natura I/I N h erent rl S k

Diear N5F family:
As we contimme to operate under extraordinary cirommstances, I wanted to thank vou all azain o . - e o PR
. e PrT - g L. wizdze the importance of the work I75F does supporting basic
llilgrlteha{..n;..?; I_hal)uum..ﬂign.n_h_;ﬂlhgh(bun impartant N5F is to the nation”s COVID- [2 every day. The RAPIDs and other NSF-supponed ressarch m a na e m e nt .
Tesponse ettors. be nearly as effective if this agency hadn’t spent decades .
rch workforce, its sciendfic facilities and its knowledze base

In particular, T want to recopnize three sroups of you whe have been treless in your efforts to
make sure this AFENCY maintains its ability to operate and keeps providing support o the
reseaschiers who require it rest efforts throush the duration of this crisis. and I know voa
ind we all are contimuing to adjust to our virual work. But

late the remarkable accomplishments of this agency. They
ication Thank you for all your work, and please contimue

This crisis has resulted in an unprecedented volume of EAPID proposals and awards. As of
today, N5F has fimded more than 400 BAPID awards, and we expect the high volume of
proposals to confime — and that is a festament to 0 many of vou who are receiving FAPID

proposals, making decisions, and processing awards. Awarded projects have ranged from [ ] E
madeling the spread of COVID-10 to developmng mnovative new materials that can be - . I I l p Oye e a e y
integrated into medical masks Meambers of the research compmmity bave spoken: They require - -
support far projects that can eass this pandemic, help us recower and apply what we're leaming \
to deal with the next emergency. Through FAPIDs, WSF bhas answered that call with the most
e  RAPID Proposals and Awards
I want to especially commend the NSF COVID-19 Program Direcror Working Group. This Actng Du'eclo:
eroup has been on the front lines of handling the exmaordinary mmber of inguiries and
c.amespnm.en e from the ressarch community leading to the 400 awards, the likes of which this .
R e e * NSF COVID-19 Program Director
a.n.d np]xupumt! Their wark demonstrates this agsncy s character as a trustworthy source of
leadarship. Thay have made sure that }5F can do mors than simply contimue operations during
this crisis —we're an active panticipant in the mce for salutions.
L
Finally, this agency is already locking ahead to find ways to allow the U.S. scientific enterprize WO r kl n g G ro u p
to increase its capacity for work in the current difficult climate and fully transifion to normal
operations later. W5F s Restart Planning Task Force will face memendous challenges ahsad,
’ .
* NSF’s Recovery Planning Tas

looking at how we can be most effective in applying reseurces and support. I am confident that

they are equal to the task.
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Risk posture can change over time.



NSB ERM Update
Enterprise Risk Management at NSF

NSF Strategic Goals NSF FY2020 ERM Objectives (1)
Manage Strategic & Reputational Risks & Opportunities

Drive Value & Deliver Mission

Major Facilities &
l

|

I

Expand knowledge in science, engineering, and Mid-Scale
learning Infrastructure
¥¥¥¥¥¥¥/‘ Science & 1‘
Security “
Intergovernmenta| |
Advance the capability of the Nation to meet Personnel Act | el
current and future challenges Program l
|
— 7
Managing ‘ Financial Cyber : l[
Enhance NSF’s performance of its mission USAP “ Reporting secunty
1 l
Y Y —

(1) Each ERM area of focus is shown aligned with its primary related strategic goal; some cross-cut / align with multiple goals.



NSB ERM Update
Example Risk Profile — Financial Reporting

DATA ANALYTICS & ASSURANCE PROGRAM

Financial Reporting !11121:!

ISTRATEGIC GOAL 3: Enhance M5F's performance of its mission.
ISTRATEGIC OBIECTIVE 3.2— Processes and Operations. Continually improve agency operations.
RISK Category: Inherent Assessment Current Risk Response Residual Assessment Proposed Risk Response Cnwner Proposed
Main: Financial Risk
Sukb: Impact Likelihood Impact Likelihood Response
Reputational Category
FIMAMCIAL OBIECTIVE — Maintain 22-year record of unmodified clean opinions without material weaknesses and in accordance with the CFOD &ct and related financial
management laws.
|Risk: Rating: Rating: = Continue strong contral environment Rating: Rating: Risk Reduction: Head, Office |Internal
Maintaining Moderate |High through tone at the top by M5F Director, | Moderate Moderate = MSF will monitor of Budget Control
internal control | Score: 3 Score: 3 Chief Financial Officer, and Senior Score: 3 Score: 3 corrective actions and Finance & ASSEsSMEnT
jower financial Management support throughouwt MSF. conduct Independent Aoeard
reporting = fMamnage risks and decide how to allocate Verification and Management
Causes: resources and efforts to mitigate risks WValidation assessment Office
Hurman Error, and what types of contral activities and work to support Director
Process management involvermant is neseded. assurance that corrective Polar ’
Breakdowns, = Execute control activities in accordance actions are effective. P
Poor with policy, procedures and business rograms
Implementation ProCesses. Opportunities:
of Policy and = Provide information and communication = Continue evaluation of
Procedures, to maintain proper controls and internal control in
ISystem accountability. accordance with OMEB A-
deficiencies. = MMaintain internal control over financial 123 and GAD Greenbook
Mew reparting through active monitoring of = Continue efforts to
Requirements day to day operations, separate explore emerging
Cutcome: evaluations to ensure operations are as technologies and data
Material intendad. SCienNoe USe Cases.
financial = MSF has developed corrective actions to
statement provide the Office of Polar Programs
misstatement, technical assistance.
reputational = M5F is updating internal controls and 9
damage, missed Financial Systems for new CARES &ct
opportunities. (COVID-19) reporting requirements.




NSB ERM Update
Essential Questions

______________________________________________________________________________________

1. Do you have feedback on NSF’s developing approach to ERM?
2. What does ERM mean to other NSB Committees?

3. How can NSF and the NSB best work together on ERM?
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