The SecurID Token
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Division of Information Systems, Room 357

Introduction

NSF uses SecurID technology to provide security for remote access to NSF computer systems.  The SecurID token is a hardware device that displays a 6-digit number that changes every minute.  To access a protected system, you must enter a PIN (Personal Identification Number, created by you), and the numbers currently displayed on your token.  When it all matches what the server expects, you are granted access. This technology is often referred to as “two-factor” authentication since it requires something you know (your PIN) as well as something you have (the token).
Getting a Token
To request a SecurID token, fill out this form. Alternatively, you may go to room 357 and fill out a paper form.  We will notify you when your token is ready for you to pick up (usually the next business day).  

Explanation of the Token
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 A Key Fob Token

The token has an LCD (Liquid Crystal Display) that shows a six-digit number, called the "Tokencode."  To the left of this Tokencode is a stack of little bars, called "countdown indicators."  As time passes, the stack gets shorter, indicating that the Tokencode is about to change.  If you take note of the countdown indicators, you can avoid having the Tokencode change while you are halfway through entering it!

When an NSF system prompts you for SecurID, you type your PIN and the Tokencode that appears in the LCD window. The PIN + Tokencode together are referred to as the “Passcode”.
Creating and Testing Your PIN

When you receive your SecurID token, you must select your PIN.  It must be numeric, four to eight digits long, and it cannot start with a zero.  Before you leave IT Help Central  with your new token, we will assist you in creating your PIN and testing the token. 
Using your Token

When you access an NSF system protected by SecurID, you will see a prompt to “Enter PASSCODE.”  For example, the SecurID prompt for RLS looks like this:
[image: image2.emf]


At the prompt, type your PIN, immediately followed by the Tokencode displayed on the token.  If you have entered a valid PIN+Tokencode, the system will grant you access.
If the system displays: Access denied, you have typed in your PIN or Tokencode incorrectly.

Do not enter the same PASSCODE again.   Wait for the number on the token to change (up to 60 seconds).   The stack of countdown indicators on the left side of the LCD indicates the passage of time.  Don’t try more than two times in a row.  See the section below on “Three Strikes.”

The "Next Code" Prompt

Occasionally, the system will ask you to enter the next Tokencode – even though you entered the first correctly – in order to confirm that you are the owner of the SecurID token.

                         Please enter the next code from your token:

Wait until the Tokencode changes, then carefully type the new Tokencode followed by pressing the ENTER key.  You do not have to enter your PIN.

Changing Your PIN

If your PIN has been compromised, or if you want to change it for any other reason, contact IT Help Central at 292-HELP (4357).  We can reset your PIN and assist you in creating a new one.

Three Strikes and You Are Out

If the system detects that someone unsuccessfully tries different PASSCODES three consecutive times, it acts on the assumption that someone is trying to “break in.”  It will disable your PIN.

As a legitimate NSF owner, you can avoid this by stopping at two failed attempts.  Exit from the system (break your remote connection) and reconnect.  Then try entering the PASSCODE correctly again.

If your PIN is disabled, you must contact IT Help Central to create a new PIN.

On the fourth try, the system will disable your token as well as your PIN.  If your token is disabled, contact IT Help Central and provide us with the serial number on the back of your token. 

Unfortunately, a security system has to work two ways:  let the right people in, and keep the wrong people out.  The only way it “knows” you is through your attempts to key the PASSCODE. Please don’t take it personally!

Your Responsibilities

· Handle your token like an important key to NSF. If your token is missing, please tell IT Help Central immediately.  We will disable your token so that it is useless to unauthorized users.
· Do not let anyone access the system under your identity (i.e., log in with your PIN and a code from your token).
· Do not write your PIN or username on the token or attached to it.
· Protect your token from physical abuse.  Do not immerse it in liquid, expose it to extreme temperatures, put it under pressure or bend it.  
Lost My Token Etc.

Please call IT Help Central immediately so we can disable your token and issue you a new one.  We will have a record of your prior token to confirm your authorization to have a SecurID.   If you are away from NSF and need it immediately, IT Help Central can give your token to your Administrative Officer who may send it to you. 

IT Help Central is at 703-292-HELP (4357)
Room 357

Monday thru Friday from 7:00 a.m. until 7:00 p.m. EST
More Information

Full manuals on “Remote Access to NSF Computers” are available in Room 357. Complete copies are also available on the Web.  Link to www.inside.nsf.gov, and select DIS for “organization”.  On the left menu, select “Services we provide”. Then select “Remote Access” (on the right).
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