Privacy and Confidentiality

How was privacy invented?
Why do we need confidentiality?
What are the top research priorities?
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1850: Thomas McKennan

“[Census information] is not to
be used in any way to the
gratification of curiosity, the
exposure of any man's
business or pursuits, or for
the private emolument of the
marshals or assistants.”




1870: Francis Amasa Walker

“No graver offense can be
committed by assistant
marshals than to divulge
Information acquired in the
discharge of their duty.”




1910: Willlam Howard Talft

“Every employee of the
Census Bureau is prohibited,
under heavy penalty, from
disclosing any information
which may thus come to his
knowledge.”




1929 Census Act

Before the 1929 Census
Act the Director had the
discretion to provide
access to census
Information, and did so
often, “for genealogy or
other proper purposes.”

Under the 1929 Census
Act, all disclosure—even
to other government
agencies—became illegal.




5 years in prison“
$250 OOO fine




1962: The Invention of Public-Use Microdata

U.S. CENSUSES OF POPULATION
~ AND HOUSING: 1960
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YA MAGNETIC TAPE ,
One inch of magnetic tape, the input medlum for

Remington Rand UNIVAC, holds even more

information than a punched card. One reel holds
1,400,000 numbers or letters. Two 4-drawer tabulat-
ing-card files, storing more than 20,000 cards, are
compressed into a single eight-inch reel.

- THE FIRST NAME IN BUSINESS ELECTRONICS Mm M
_' U. S. DEPARTMENT OF COMMERCE Eckert Mauchly Division: Univac Fac-Tronic System
P ~o BUREAU OF THE CENSUS i e st o e
17

Distributed on 13 Univac Tapes
(or 18,000 punchcards)

Cover, 1960 Census Microdata Codebook



Strategies of Disclosure Control:
Public Use Microdata Files

 Reduced detall variables describing small
and visible populations (e.g. high incomes).

 Introduction of "noise" (small amounts of
variation) into selected data items.

« Data swapping (i.e., swapping pairs of
households across geographic areas to add
uncertainty)

 No documented cases of harm through re-
identification have occurred in 52 years of
Intensive use and open distribution.
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Publie Opinion Quarserh, Vol. 74, Mo, 3, Fall 2000, pp. $51-162
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Varieties of Confidential Data

13 Federal statistical agencies
— Most have both public use and restricted files

e Federal administrative records
— Wide variation in access (CMS to IRS)

 Administrative records from schools and
health providers (FERPA and HIPAA)

 Academic studies funded by Federal
agencies, e.g. NIH and NSF (Common Rule)

 Private-sector data
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What are we afraid of?

o Statistical agencies fear increase in non-
response rates to surveys

« Some members of the public fear that the
government will use data for social control

 Many people fear (more justifiably) abuse of
data by the private sector

— ldentity theft
— Public dissemination of private information
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Much NSF Privacy Research focuses on
Private-sector data

e Privacy for smart meter data
e Smartphone user privacy
* Privacy In a camera-rich world
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Cyberinfrastructure Research

e Critical research areas
— Cybersecurity/Trustworthy systems
— Controlled remote access through virtualization

* Less promising research areas

— Synthetic data: disappointing so far, except for the
simplest data collections

— Perturbation
— Data shuffling
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Conclusions

* Most scientific research on human
populations is based on data from federal
statistical agencies, administrative records, or
federally funded academic studies.

— All of these are well-regulated
— The track record of confidentiality protection is
strong

* Most of the risk to confidentiality comes from
the private sector, not from scientific research
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Conclusions

 We need to improve cybersecurity

 We need new regulatory controls for private-
sector data.

— This Is as much an institutional problem as a
technical one.
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